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Introduction In this BCG

We meet often with CEOs to discuss Ala captivating andrapidly changing topic. EXECU.tIVG Perspept!ve,
After working with over 1,000 clients in the past year, we argharing our most We articulate the vision

recent learning in a new series designed to help CEOs  and the C -suite
navigate Al .71 xE 1) Ax AN 1 REI EAx] ON 001 Nx 4 ?é‘E@Oc‘; nskand
comp ance in the

into realprofit.
o | | | context of the Al
In this edition, we discuss how risk and compliance can accelerate the Al revolution

transformation of any businessWe take an endto-end risk management view of
the problem, defining implications for R&C functions. Key questions to guide a
company towards success in an uncertain future business environment:

A Which risks are generated by Al and how can they be managed effectively?

A How can | leverage the power of Al to better manage the risks of my business?
A How do my R&C capabilities need to evolve?
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This document is a guide for CEOs, chief risk officers, chief compliance
officers, and business leaders facing risks, to cut through the hype around
Al and understand what creates value now and in the future.




Executive summary | Managing risks and accelerating the Al

transformation

In an uncertain world, managing business requires proactively managing related risks

Risk management Al and GenAl bring vast benefits  to risk management as well as unprecedented new risks that need to be
at the core of Al managed3 but with proper guardrails, the Al transformation can be accelerated

revolution In support functions, R&C has the highest adoption rate of Al/GenAl , with health care and financial
institutions the most advanced sectors

Managing risks of these technologies while adopting and embedding Al and GenAl within the organization
can unlock the potential for Al transformation:

Managing ris!<s in A Manage Al risks related to proficiency, reputation, security, and regulatory compliance to ensure ethical

the organization to and accountable use, increasing the Al benefits up to 3x

unlock Al value A Improving efficiency and effectiveness of risk processes , reducing human errors, synthesizing

along 3 critical unstructured information, and enabling advanced analysig} up to 40-50% gains

dimensions A Enable risk -based decision making by balancing business with risk considerations, enabling
operational resilience and riskbased planning3 up to 30pp ontotal shareholder return (TSR) during
crises

R&C functions must prepare to support the transformation:
A Elevating R&C positioning within the Al program
R&C function to get A Upskilling resources on data, technology, and associated risks through training with Al and GenAl

ready fo.r a radical A Moving to scalable risk technology platforms  that facilitate seamless integration of Al and third
change in the role party data/solutions

A Promoting an organizational mindset shift from low- to high-value-added activities, learning "with the
machine" to generate key insights and redefine risk management approaches
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Risk and compliance emerges as the top support functlon

in Al/ GenAl adoption , driving innovation across the organization: -

Risk and compliance is expected to generate 6t most g yet ranks as the top support function
value from Al/ GenAl among support E@N &Ex 1 ONO ¢ in terms of Al/ GenAl opportunity adoption
Shareof GenAlvalue capture acrossall functions? Adoption rate of GenAlacrosssupport functions?
- Supportfunctions
Operations 25%
Sales and marketing 19%
R&D 13% _ _
A Risk and compliance
Customer service 9%
Procurement ’ IT/Tech
’ Finance
&vi IT/Tech ‘v) Procurement
Human resources e _
Finance
Legal
W'Risk and compliance Legal

Supply chain

' ' ' ' Human resources

[ | Support functions Core functions

Source: BCG Build for the Future 2024 Global Study (merged with Digital Acceleration Index (DAI)), n=1,000

1. On left-hand side to estimate value, survey questions cover both cost and revenue growth dimensions. Questions are (A): Whatost reduction do you expect to achieve through

Al/GenAl efficiency gains (in % of total operational expenses) in your company? (B): How much revenue growth do you expeat fAl/GenAl (in % of annual revenues) in your company?

(C): Thinking of Al/GenAl's contribution to revenues and costs, please specify the contribution of each of the domains belsathat they sum to 100%

2. On righthand side to calculate adoption, the number of respondents who reported adopting the opportunity is divided by thetal number of respondents within each support function 3
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Al/GenAl
adoption rate

Health care and financial institutions  are the leading’ [

sectors in adoption of R&C Al/ GenAl
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Healthcare / Banking Fintech Tech components Public sector Software
insurance

22% 15% 11% 8% 8% 6%

vs 13%

Al/GenAl adoption averagerate acrossall sectors

Source: BCG Build for the Future 2024 Global Study (merged with DAI), n=1,000.
Note: Financial institutions include insurance, banking, and fintech. Adoption is calculated as the number of respondents whieported adopting Al/GenAl divided by
the total number of respondents within each sector 4
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Al can help manage uncertainty, yet exposes organizations ta.: ‘new risks 5

A In times of uncertainty,

Uncertain outlook and Inflation or negative economic reports 70 managing risks has become a
key differentiating factor to

regulatory pressure Diminishin S
g consumer demand 48% 7
are at the top of CEO win in the market
challengesé Rising cost of capital / interest rates 41% A Al can be a key success
The presidential election in the US 41% ENAATEO I N DPANAEI

AGEOUEUEOA | x AT OO
new risks, requiring proactive
management

A CEOs should look at how to
g ANC OI OI accelerate the Al
management is top transformation by creating the
priority? when choosing Quality and performance 32% right "guardrails” 3 risk
an Al or GenAl management should be
solution seen as an enabler to
unlock value, not as a
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New regulations 38%

Risks and data protection 39%

I III!

Cost 19%

/
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1 Source: CEO Confidence Index Jun. 2024, Chief Executive Group
2 Source: BCG Al RADAR, Jan 2024; n = 1,406 in 50 markets. Survey question: What are the
most important considerations when choosing an Al and GenAl solution?

Copyright @@24 by Boston Consulting Group. All rights reserved.

(3]



R&C can unlock Al's full potential

- Manage

--- Al risks

Strong focus on mitigating Al
related risks by establishing a
responsible Al (RAI) framework

A Leaders in RAI also excel in
business performance: realizing
3x benefits from Al

77\ Transform

risk processes

Enhancing efficiency and
effectiveness of risk processes
through Al and GenAl applications

A 40-60% cost efficiency from a
faster know your customer (KYC)
process in banking

A Up to 50% time saved from
automated risk report generation

across 3 critical dimensions. .. i

Z:{}:Z Enable risk -based
decision making

Application to strategic decisions,
dynamically adapting to evolving
risks, ensuring maximized
economic value

A Design of operations based on
"resilience" logic

A Riskbased scenario planning
and leading risk indicators
identification

Copyright © 2024 by Boston Consulting Group. All rights reserved.



Manage Al risks




